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Abstract

IP Multicast has proven to be very good for many-to-
many multimediacommunicationdike audio and video-
confeencing However, there are only few Internet Ser

vice Providers (ISPs)offering it asa true Internetservice
Nowadays,|IP Multicast has various issuesthat are not
solvedyet and that are making ISPsto think twice be-
fore offering IP Multicast to their customes. Someof
thesdssuesre billing, authenticationsecurity protection
againstmaliciouspeopleand soon. In fact, nowadayst

is very easyfor a malicioususerto get an IP Multicast-
enablednetworkclogged. In this paperwe will describe
howto solvetheseproblems.

Keywords: IP Multicast,IGMPv3, Multicast Authentica-
tion, Multicast Security

1 Intr oduction

Internethas undegonelots of improvementsduring the
last years, making possiblethe developmentof new in-
teractie servicedik e videoconferencingHowever, these
servicesare bandwidthintensive andif we do not make a
goodnetwork engeneeringour network could be clogged.
The key whendealingwith multimediatraffic is to repli-
catethe flows asfew timesaspossible.

For avoiding having various flows carrying the same
contentoverthesamdink, recentpopularapplicationdik e
NetMeetingor CU-SeeMausethe conceptof reflector A
reflectorprovidesfor the replicationof streamsthatis to
say afterreceving a datagranfrom a participant,it sends

acopy of thatdatagranto therestof the peopletakingpart
in thesessionIn thismanneyif we placeseveralreflectos
in cascadeywe cansave bandwidth.

As analternatve to the useof this kind of replication,it
is possibleto uselP Multicast[Z. IP Multicastusesgroup
addressemsteadof hostaddressesSo, in orderto be IP
Multicast compliant,an Internethostmustbe ableto re-
ceive pacletsaddressetb its IP unicastaddresaswell as
pacletsadressedo someof the groupsit hasjoined. So,
the IP Multicastmodelworksasfollows:

¢ |P Multicastsendersnly needto address$P Multicast
datagramdo the properIP Multicast addressn the
range224.0.0.0to 239.255.255.255

¢ |IP Multicast receversneedto join the IP Multicast
groupthey wantto receve. To inform their local at-
tachedmulticast-enabledouterwhich groupsit is in-
terestedon, a hostusesthe InternetGroup Manage-
mentProtocol[4 (IGMP).

e Routerswill conspireto deliver IP Multicast traffic
from senderdo recevers. For this taskto be acom-
plished, routerswill uselP Multicast routing proto-
colsto interactbetweerthem.

Thesenew multicastrouting equipmentsactlike a nor-
malrouter(in factmostof theroutersin themarketcanact
asamulticastrouter). The maindifferenceis thatthey use
amulticastroutingalgorithmin orderto learnIP multicast
routinginformation. Whensucharouterrecevesa paclet
addressetb a multicastgroup,it will selectthe outputin-
terfacesthat mustbe usedto forwardthatdatagranbased



on the routing information that the routerknows. So, IP
Multicastrouting protocolsdiffer on whatinformationthe
routerusedor routingdecissionandhow therouterlearns
thatinformation.

During the last years,a lot of work hasbeendonein
the IP Multicast routing area. In fact, IP Multicast rout-
ing protocolshave evolved a lot since the old IP-in-IP
tunnels[3 building a virtual IP MulticastBackbonecalled
MBone[]]. New intradomainmulticastrouting protocols
have comeup andnowadayd P Multicastworks very well
within the sameAutonomousSystem(AS). The problems
arisingnow arerelatedwith thedeploymentof IP Multicast
natively in thewhole Internet.

New protocolsfor interdomainmulticastrouting have
also comeup. In fact, Multicast SourceDiscovery Pro-
tocol [5](MSDP) and Multiprotocol Extensionsto BGP
[91(MBGP) are working fine thesedays. However, there
are somescalability issuesthat are making the IETF to
think in Border Gatavay Multicast Protocol[1Q (BGMP)
to be the Interdomainmulticastrouting protocolusedin a
nearfuture.

So, if we look at a picture of the currentIP Multicast
statewe couldthink thatthistechnologyis matureenough.
However, if we look deeply we can seethat not enough
attentionhave beenpaid to somekey issuedlike security
andauthentication.

Nowadays,securityauthenticatiorand so on, are nec-
essaryin mostof the servicesofferedover the currentin-
ternet.AlImost every Internetserviceinvolve money trans-
actionstaking place. Thekiller exampleis the boomthat
E-Commercehasexperienced.So, if you intendto make
IP Multicast to be usedfor seriousmatters,like pay-per
view content teleteachingetc, you cannotpermitanyone
to interruptthe serviceto your customersecausét could
costyou alot of money.

So, for IP Multicastto be totally deployedin the Inter-
net, theseproblemsneedto be solved. In this paperwe
will presenthecurrentresearchiakingplaceto solvethese
problemsand we will proposesomemethodsfor avoid-
ing theseproblems.Oncetheseproblemsgetsolved,there
won't be excusesfor not to use P Multicast andit will
becomewidely usedin thewholelnternet.

The paperproceedsasfollows: Section2 describeghe
currentwork thatis beingdonethesedaysrelatedto these
issues. Section3 identifiesthe problemsnot coveredyet
anddescribesour proposaldo solve theseproblems.And
finally, Section4 presentghe conclusionf thework and
describessomefuture work thatwe are planningin order
to improve thesemechanisms.

2 RelatedWork

As we have previously said,notenoughattentionhasbeen
paidto securityproblemsn therecentiP Multicast-related
researchesEverybodyhasbeenlooking for bettercom-
pressionmethodsbetterscalability reductionin the state
maintainedoy multicast-enabledouters,...But, they have
not takeninto accountthattheseissuescould breakdown
theirresearches.

Note thatwe arenot sayingthat IP Multicast evolution
followedwrongsteps.In fact,the evolution of the Internet
wasvery similar: peoplestartedto think in how to provide
an e-mail servicebeforethinking in how to avoid SFAM
or how to securePostOffice Protocol(POP)connections.
We're only sayingthatIP Multicastis matureenougtright
now andit’s time to startworking on its securityissues.

Although there haven't beenmuch researchingn this
area,therearevariousworks that we will commenton in
this section.

2.1 IGMP extensions for IP Multicast

Senderand Recever Authentcation

In August 1998, Norihiro Ishikawva et al. proposedan
Internet-Draftcalled IGMP Extensionfor Authentication
of IP Multicast Sendes and Receives[8]. This draft,
proposed(as its hame suggests)some additionsto the
IGMPvV2[4] protocol for preventing unauthorizedusers
from sendingandreceving IP Multicastdatagrams.
Theproposedschemanetthefollowing requirements:

o |t allowedfor IP Multicastsendermuthentication.
o |t allowedfor IP Multicastrecever authentication.

e The authenticationmechanismwas independenbf
thelP Multicastrouting protocols.

The proposedsolution was basedon the conceptof
ingressrouters which were responsiblefor sendersau-
thentaciorandegressrouters thatwereresponsibldor re-
ceivers authentication. For authenticatinga Challenge-
Responsenethodwasusedin asimilarway asCHAP[11].
So,thelocal attachednulticastrouterwasresponsibldor
authenticationmatters.

Although this proposalis an excellentwork anda very
goodstartingpoint, it hasmary dravbacks:

¢ |t doesnotprovidefor astrongauthenticatiomethod.
Authenticationis donebasedntheIP addres®f the
sender/receerthatcanbeeasilyspoofed.



e You aresupposinghatevery othernetwork adminis- administratorto limit the scopeof the pacletsthata par
tratorsaregoodguysandthey areusingthis mecha- ticular usercould use.You canseethis architecturan the
nism. Fig. 1.

e It doesnotallow usto authenticaténdividual persons CHERALSCHEE
but only a host.
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¢ It doesnot checkthe scopeof the sentpaclets. That
is, if somebodyis allowedto sendip multicastpack-
ets,it cansendthemto everywhere.lt would be nice
to allow certainpeopleto only sendthemto certain
regions. (This is alsoapplicableto Administratively
ScopedRggions)
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in somebody#n your network spoofingthelP address
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¢ In sharedmedia networks, receiver authentication
doesnot work well becausevhenan authorizechost
joins a sessiomon-authorizedostscanalsoreceie Figure1: Systemarchitecturef our previouswork.
thedata.This problemneedso besolvedattheappli-
cationlayer by cipheringthe sessioranddistributing Although this approachsolves some of the problems
group-keysto the participants. mentionedoreviously, it hassomedravbacks:

_ ) _ ¢ |t doesnotsolvetheproblemwith multicastrecevers.
2.2 Access control in Multicast Environ- _ o
ments ¢ |t requiresthe presencef anadministrator

e It avoids clogging somebodysetwork. However it
doesnotprotectour network from DoSattackscaused
by peopleconspiration.

In July 1998we, the authorsof this paper startedto work
on solving the problemof accessontrolin multicasten-
vironments. Our goal was to offer IP Multicast to all

the studentsn our universitywithout beingworriedabout ¢ The mcontol protocolis not standardizedlt would

the damageshey could causeby flooding the Spanish be betterto useanstandardrotocol.
ResearciNetwork with multimediadataor by disturbing

someothersessionsaking placein the sametime slot.
Ourwork [12]wasbasedn the sameideasproposedy 2.3 IGMPv3

Ishikawa’s draft. But, aswe didn’t wantto modify all the WhenIGMPv3[13 first appearedour problemrelatedto
IGMP stacksin the studentzomputersyve decidedo use ysinganstandargrotocolfor informing thelocal attached
adifferentapproactfor informing the local attachednul- - routers about the filters to apply disappeared. In fact,
ticastrouterwhethera userwasallowedto sendmulticast the new versionof IGMP now allows for sourcefiltering.
traffic to a certainmulticastgroupor not. For thattaskwe That's to say whena hostjoins a multicastgroup, it can
useda Call/Responsgrotocol(whichwecalledmcontol). - te|| the routerto forward only the traffic addressedo that

This protocolwasusedo carryinformationaboutthefiters - groupcomingfrom certainhosts.Beingmorespecificyou
thatthelocal multicastrouterhadto apply. canusetwo kinds of filters:

We developeda Web-basednterfacefor allowing the
administratorto grant or dery permissionsfor specific IncludeFilters. Inform the routerto forwardall the data
usersand specificmulticastsessions.This interfacewas addressedo the groupwe arejoining but only if it
ableto parseSAP/SDP[6 7] paclkets and show a list of comesfrom the sourcedisted in the IGMPv3 mes-
active multicastsessionsn realtime. It alsoallowedthe sage.



ExcludeFilters. Inform therouterto forward all the data
addressetb the groupwe arejoining commingfrom
whichever hostbut thoselisted in the IGMPv3 mes-
sage.

AlthoughlGMPv3 helpsuswhenestablishinghefilters
to apply that could help usto protectoursehesfrom DoS
attacksjt doesnot covervariousissues:

¢ It doesnotsayanything aboutauthentication.

e It doesnot protectus from DoS attackscausedby
usersconpiratiort.

2.4 SDPSourceFilters

In May 2000, B. Quinn proposeda new Internet draft
calledSDPSouceFilters14 Thisnew draftdescribesiow
to adaptthe SessiorDescriptionProtocol(SDP)to express
oneor moresourceaddresseasa sourcefilter for oneor
moredestinatioraddressesRecever applicationswill use
the SDP source-filterinformationto identify traffic com-
ming from legitimate sendersand discardall othertraffic
to thatspecificgroup.

Theideais thatoncethe applicationknows thefilter to
use, it caninform the local attachedrouter (for example
using IGMPv3) aboutthe filters to establish.So, we can
protectoursehesagainstDoS attacks.

Thisapproactdoesnotintendto provide authentication,
soit doesnot solve someof the problemswe have previ-
ously commentedon. For example, using the sourcelP
for authenticatioris very weakandthis addressould be
easilyspoofed.So,we needa morerobustmechanism.

3 Problemsnot solvedyet

With the picture of the work thathasbeendonein mind,
one could think that thereis no reasonfor beingworried
abouta DoS attacksin our network. But, the reality is
quitedifferent.

In this section,we will make a broaddiscussiorabout
the currentlacks and how to solve the problemsthat we
have beencommentingon.

Iwe will explain thiskind of attacksin thefollowing section

3.1 Help provided by the RPF-checkmecha-
nism

Most of the currentIP Multicast routing protocols, use
a mechanismcalled RPF-check[1}b in order to decide
whetheramulticastdatagranneedgo beforwardedor not.
Themechanisnworksasfollows:

e Therouterexaminesthe sourceaddresof the multi-
castdatagram

¢ If thedatagramarrivedon the sameinterfacethatthe
router would have usedfor sendingpaclets to the
source the RPF-checksucceedsindthe datagraris
forwarded.

e Otherwisethe RPF-checkfails and the datagramis
dropped.

Theimportanceof this mechanismis thatit protectsour
network from DoS attackscommingfrom out of our net-
work via IP spoofing.This is a naturalprotectionbecause
if arouterrecevesa packeton aninterfaceotherthanthe
onetowardsthereal source,t will dropthe paclket. How-
ever, this still doesnot provide a full guaranteef protec-
tion. In fact, it is very likely for an interfaceto be used
for accessingpoththereal sourceandthe sourcedoingthe
spoofing.

In addition,all the IP Multicastrouting protocolsbased
on SourceBase Trees(SBT) offer a natural protection.
Thisis because¢he JoinMessagewill besentonly onthe
interfacesusedfor sendingdatagramso thereal sourcé.

3.2 Why IGMPv3 doesnot suffice?

In Fig. 2, we canobsene anexampleof DoSattack.Using
this examplewe will seehow noneof the approcheave
have previously describedsufiice for avoiding this type of
attack.

2NotethatalthoughPIM-SM usesCoreBasedTrees(CBT), it imple-
mentsa mechanisnfor switchingto a SBT whena limit in the receved
traffic is exceededIn fact,someimplementorsiseasthis thresholdd bps
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Figure2: Exampleof internalDoS attack.

Fig. 2, shawvs an scenarioin which there are two re-
ceivers(notedasA andB) in the samenetwork whereas
thereare alsotwo senders:C is the sendemwhoselP ad-
dressis going to be spoofedand D is the host that will
spoofC’s address.Note also, that the link connectingA
andB to the Internethasa bandwidthof 1Mbs.

In this case the naturalRPF-checlprotectiondoesnot
helpatall. That's becausehe routerR1 hasonly onein-
terfacefor reachingwhatever hostout of its local network.
So, all multicastdatagramsomingfrom the Internetwill
succeedn the RPFcheck. Thus,it is very easyfor hostD
to senddatagramgpacletsasif hewerehostC. As hostA
hasjoined the group (usingIGMPv3 anda filter for only
allow packetscomingfrom C), all thetraffic comingfrom
D will congesthenetwork atrouterR1.

But, the problemis not assimple asavoiding spoofing
in our network. Let's supposeahattherouterR1 hassome
activerulesavoiding hostD to spoofC’s addressA bigger
andmoredifficult problemto solve could comeup. Let's
supposeahat host A hasjust joined the conferenceusing
IGMPv3andusingafilter only allowing datagramsoming
from C. As D cannotspoofC’saddressthat1.5Mbpsflow
will not clog A's network. However, if B andD conspire,
B could join the samegroup (or sessionwith a filter of
allowing datagramg&omingfrom whichever host. So, that
traffic would clog the network agair?

As you have seen,the only way of being really pro-

SNotethatroutersusuallyoffer the possibilityto limit the bandwidth
usedby multicasttraffic. This canbe usedfor avoiding to getthewhole
link clogged. However, the DoS attackwill causeall active sessiongo
getavery poorquality So,it continueseinga DoSattack.

tected,is establishingcertainpoliciesaboutwho canjoin
whatgroup,andwhois doingwhatthingin your multicast
network. Of courseyouneedto makethedefinedpolicy to
beacomplisedSo,we needto authenticatéhe peopleand
malke the routerto only pay attentionto commandglike
IGMP joins) commingfrom authorizedpeople. This im-
pliesaddingsomeauthenticatioriunctionalityto IGMPV3.

3.3 Why IPSecdoesnot offer usthe required
functionality?

If oneintendsto avoid IP spoofing,|PSed 6 couldbevery
useful. In fact, it offers different possibilitesthat range
from integrity to authentication(using the authentication
header(AH) field). However, it hasvariousproblemsthat
madeusto look for anotheroption:

e Theauthentications basicallymadebasedon IP ad-
dresses.If authenticatioris madevia userinforma-
tion, thatinformation aboutthe useris not delivered
to theupperlayer protocol(in our casel GMP). So, it
is notpossibleto checkif theuseris authorizecor not
from thereceved IGMP paclet.

e Theoverloadof usingthekey exchangdvia IKE17 or
ISAKMP18 or whatever) couldbesomuchfor sucha
dinamicprotocolasIGMP.

3.4 Adding functionality to IGMPv3

Then,thekey ideais to make IGMP to carryauthentication
informationso that the local attachedroutercould decide
whetherto attendthe[GMPv3 Reportor not. Althoughthe
ideais simple,the problemsarisewhentrying to mergeall
the conceptsauthenticationscalability etc.

Whenthinking in this mechanismwe hadto take vari-
ousdecisions.Thefirst of themwasrelatedto the method
for extendinglGMPv3. Ontheonehand we werethinking
in addinga new field carryingall the authenticatiordata.
On the otherhand,we could usethe Auxiliary Data Field
thathadno specificuseaccordingo theIGMPv3 draft. At
theend,we decidedo usethe Auxiliary DataField. So,no
changego the IGMPv3 draft neededo be proposed Fig.
3, shawvs theformatof the new IGMPv3 messages.



0x11 ‘ MRT ‘ Checksum

0x22 Reserv Checksum
Goup Address Reserved # of Goup Rec.
Reserved # of sources Goup Record [1]
Source Address [1] ‘ ‘
a Record [2
Source Address [2] ‘ oup Record [2] ‘
| | ‘ ‘
Source Address [n] ‘ ‘
‘ Goup Record [n] ‘

‘AuxDﬂt alen

Milticast Address

Rec Type # of sources

Source Address [1]

Source Address [n]

Auxiliary Data

\ |
Figure3: IGMPv3 pacletsformats. Left IGMPv3 Query
RightIGMPv3 Report.

Oncewe have decidedwhereto carrytheauthentication
information,mary otherquestioncomeup. Whatauthen-
tication info shouldwe carry? How will this information
be usedin orderto achieve our goal?. Theanswetto these
questionds very simple. You cancarry whatever authen-
ticationinformationyou want. The only requirements to
make therouterknow how canit checkif thepacketcomes
from anauthorizeduser

Obsene, that this methodis not intendedfor defin-
ing how to authenticatemulticastusers,but for offering
a methodfor doing the authentication. That's to say if
your organizatiorhasa Public Key Insfraestructue (PKI),
it could be likely for you to includethe resultof hashing
thelGMP pacletwith theusersprivatekey in theIGMPv3
paclet, andtell the routerto aska LightweightDirectory
AccessProtocol (LDAP) sener for the public key of that
userandso,decidewhetherthe useris authorizedor join-
ing the multicastgroupor not. It could alsobe possible
usePGPandtell therouterto askthe PGPKey sener for
the public key of that useror a RADIUS sener or what-
ever. However, for a betterperformancet would be better
for therouterto have theinformationlocally. Notethatthe
amountof informationis not very big because routeris
only reponsiblefor their locally attachedusers.

As youwould probablyhave noticed,carryinga hashof
the IGMP pacletis not enoughinformationfor therouter
What's the problem?. The problemis that the routerhas
to obtainsomebodys public key but he hasno ideaabout
who heis. So, the IGMP paclet needsto include some
userinformation. Fig. 4 shavs how to addboththe user

informationandthe hashvalueinto thefirst Group Recod
Auxiliary Data field.

A new questionarises.How cantherouterknowswhich
of the bytesin that field representghe userinformation
andwhich onesrepresentthehashvalue?.Thekey hereis
thata hashvaluehasa fixedlengthin bytes.So, the Auth-
DataLenfield in the First Group Recordof the IGMPv3
Reportwill containthe numberof 32-bits words in the
Auxiliary Datafield. The first bytesin that field will be
thosecorrespondingo the hashvalue,andtherestwill be
usedby therouterfor identifying theuser

He hasto take into accountthat the AuxDatalLenfield
is only 4 bit long. So, we canonly useup to 60 bytes
for carryingboththeuseridentificationandthehashvalue.
Thus,theuseof alow-lengthhashvalueis encouraged.

AuxDatalen| # of sources

Rec. Type

Milticast Address

Source Address [1]

Source Address [2]

Source Address [n]

M5 Hash Val ue
(Firsts 16 bytes)

Auxiliary
Data

User Info

\ | ]
Figure4: Methodfor carryingAuthenticationinformation
in the Auxiliary Datafield.

For example,a mechanisnthat fits very well in these
requirementss basedon the useof a hashalgorithmlike
MD5. MD5 generates 16 byteshashvalue that would
left 44 bytesfor the userinformation. So, the authentica-
tion will bemadevia a sharedsecret.Thatis, somevalue
thatonly is known by the userandtherouter(for example
a passwrd). So,if we think in a user/passard authenti-
cation,the processouldbe asfollows:

1. Theuserpassests login andpasswverd to the appli-
cationbeingused.Then,whenthe applicationopens
the soclet, it will passthelogin andpassverd to the
IGMP level. Thus,this hostwill composehe IGMP
paclet, andwill calculatethe hashvalueby applying



the MD5 algorithmto the concatenationf the IGMP

paclet(with theauthenticatiorfieldssetto zeros)and
the shaed secet(in our casethe password). Then,it

fills the authenticatiorfields with the calculatechash
andlogin valueandsendghe paclet.

. Whenthe router recevesthe paclet, he can extract
a copy of the IGMP paclet andthenfill with zeros
theauthenticatiorfields of the copy. Thus,aslong as
the routeralsoknows the shaed secet basedon the
logininformation,he cancalculatehehashvalueand
checkif bothhashvaluesareidentical.|f they arenot
identical,it dropsthe paclet. In othercasetherouter
is surethatthe pacletcomesfrom theuserandso, he
candecidewhatto do with thatpaclet dependingon
the policy thathasbeendefinedfor thatuser

Thereis alsoalittle issueto consider The behaiour of
anIGMP hostneeddo besslighly different. IGMP defines
that after receving an IGMP report from the designated
router, if oneof thehostsdetectgdhatsomeotherhostin the
network hassentan|GMP Reportto the samegroupthatit
wasinterestedn, thenit doesnot needto sendthe IGMP
Reportbecausehe routerwill forwardthe datagramsd-
dressedo thatgroup. However, with the currentapproach
ahostcannotbesureaboutthevalidity of thelGMP Report
sentby anothemhostin its network becaus¢heroutercould
ignoreit if it is notcommingfrom anauthorizeduser So,
the hostneedso alwayssendthe IGMP Report.Note that
this is a minor drawback becauseghe numberof hostsin
thesamel AN interestedbnthe sameP multicastgroupis
not expectedo bevery high.

3.5

As youwould have noticed,noneof the methodproposed
in Section2 solvescompletelythe problemswve aretalking

about. As we saw in Fig. 2, thereare severalissuesthat

could clog our multicast-enabledhetwork. Someof the

key benefitsof thiswork are:

Impovementsintr oducedby this method

e It allows usto apply userbasedpoliciesin multicast
networks.

e |t allows usto protectour network from DoS attacks
coming both from outside and inside our network
even when peopleinside our network conspirewith
peopleoutside.

e Themechanisnworks evenwhenthe maliciouspeo-
ple usespoofing.

e |t is almostcompatiblewith the currentlETF drafts
andstandardsindonly minor changesireneeded.

e This mechanismis not intendedfor providing end-
to-endencryption.It is only responsibldor network
matters.Media cipheringis interestingbut it will be
doneby the applicationlayer.

4 Conclusionsand Futur e Work

Thisdocumentescribesiow IGMPVv3 canbeusedto pro-
vide somelevel of securityin IP Multicast networks. Its
maingoalis to proposeanextensionto IGMPv3 makingit
to beableto dealwith theproblemof avoiding DoSattacks
andaccesgontrolin multicastnetworks.
Themainreasondor doingthis proposalre:

¢ Althoughtherearefew proposalgelatedto IP Mul-
ticast securityissues,none of them actually offer a
completesolution.

e Besidesthis, most of theseproposalsare IGMPv2-
basedinsteadof using IGMPv3 that is the current
work.

¢ A mechanisnproviding accesscontrol in IP Multi-
castnetworksis needed.Somepeoplethink thatthis
problemis not differentfrom accessontrolin Uni-
castnetworks. However, multicattraffic hassomere-
quirements(real-time, bandwidthconsumption etc)
thatmake this problemto bedifficult to solve.

AlthoughlGMPv3doesnotdirectly solve our problems,
it offersusa mechanisnto:

1. Explicitly definefilters. Thatis to say it allows a
hostto inform to its local attachedouteraboutwhich
sourcedheis interestecbn within amulticatgroup.

2. It alsodefinesafield to provide IGMPv3with amech-
anismto defineextensiongo the protocol.

So, our proposalis basedon the use of IGMPv3 with
someextensionsto dealwith the problemof accesson-
trol and DoS attacks. Theseextensionshave beenwidely
describedn this paper

Neverthelesstherearealot thingsto bedone:

e We have to work in a usable implementationof
IGMPv3 while vendorsdo notimplementit. We are
thinking in usingLinux becaus®f its freely available



sourcecode. However, when as soonas IGMP get
standardizedall vendorswill have to implementing
it.

IGMP definesan Auxiliary Data field. However, the
proposedGMPv3 API 19 doesnot defineary way
to specifya valuefor this field. So,we aregoingto
proposean extensionto this API in orderto usethis
field.

We have torically provedthatour proposalsolvesthe
problemswe have commentedon. But, we do not
have ary testbeddemonstratinghe correctbehaior
of oursystem.So,we needio work in anervironment
for testingpurposes.

Finally, we proposeda solution, but we think that it
will be uselessunlesswe start discussingour pro-
prosalwithin somelETF groupsand standardizing
thiswork in the InternetComunity
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