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Abstract

IP Multicast has proven to be very good for many-to-
manymultimediacommunicationslike audio and video-
conferencing. However, there are only few Internet Ser-
viceProviders (ISPs)offering it asa true Internetservice.
Nowadays,IP Multicast has various issuesthat are not
solvedyet and that are making ISPs to think twice be-
fore offering IP Multicast to their customers. Someof
theseissuesarebilling, authentication,security, protection
againstmaliciouspeopleand so on. In fact, nowadaysit
is very easyfor a malicioususer to get an IP Multicast-
enablednetworkclogged. In this paperwe will describe
howto solvetheseproblems.
Keywords: IP Multicast, IGMPv3, MulticastAuthentica-
tion, MulticastSecurity

1 Intr oduction

Internethasundergonelots of improvementsduring the
last years,making possiblethe developmentof new in-
teractive serviceslike videoconferencing.However, these
servicesarebandwidthintensive andif we do not make a
goodnetwork engeneering,our network couldbeclogged.
The key whendealingwith multimediatraffic is to repli-
catetheflowsasfew timesaspossible.

For avoiding having various flows carrying the same
contentoverthesamelink, recentpopularapplicationslike
NetMeetingor CU-SeeMeusetheconceptof reflector. A
reflectorprovidesfor the replicationof streams,that is to
say, afterreceiving a datagramfrom a participant,it sends

acopy of thatdatagramto therestof thepeopletakingpart
in thesession.In thismanner, if weplaceseveralreflectors
in cascade,we cansavebandwidth.

As analternative to theuseof this kind of replication,it
is possibleto useIP Multicast[2]. IP Multicastusesgroup
addressesinsteadof hostaddresses.So, in orderto be IP
Multicast compliant,an Internethostmustbe able to re-
ceivepacketsaddressedto its IP unicastaddressaswell as
packetsadressedto someof the groupsit hasjoined. So,
theIP Multicastmodelworksasfollows:

� IP Multicastsendersonly needto addressIP Multicast
datagramsto the properIP Multicast addressin the
range224.0.0.0to 239.255.255.255.

� IP Multicast receiversneedto join the IP Multicast
groupthey want to receive. To inform their local at-
tachedmulticast-enabledrouterwhichgroupsit is in-
terestedon, a hostusesthe InternetGroupManage-
mentProtocol[4] (IGMP).

� Routerswill conspireto deliver IP Multicast traffic
from sendersto receivers. For this taskto be acom-
plished,routerswill useIP Multicast routing proto-
colsto interactbetweenthem.

Thesenew multicastroutingequipments,act like a nor-
mal router(in factmostof theroutersin themarketcanact
asa multicastrouter).Themaindifferenceis thatthey use
a multicastroutingalgorithmin orderto learnIP multicast
routinginformation.Whensucha routerreceivesa packet
addressedto a multicastgroup,it will selecttheoutputin-
terfacesthatmustbeusedto forwardthatdatagrambased



on the routing information that the routerknows. So, IP
Multicastroutingprotocolsdiffer on what informationthe
routerusesfor routingdecissionsandhow therouterlearns
thatinformation.

During the last years,a lot of work hasbeendonein
the IP Multicast routing area. In fact, IP Multicast rout-
ing protocolshave evolved a lot since the old IP-in-IP
tunnels[3] building a virtual IP MulticastBackbonecalled
MBone[1] . New intradomainmulticastrouting protocols
have comeup andnowadaysIP Multicastworksverywell
within thesameAutonomousSystem(AS). Theproblems
arisingnow arerelatedwith thedeploymentof IP Multicast
natively in thewholeInternet.

New protocolsfor interdomainmulticastrouting have
also comeup. In fact, Multicast SourceDiscovery Pro-
tocol [5](MSDP) and Multiprotocol Extensionsto BGP
[9](MBGP) areworking fine thesedays. However, there
are somescalability issuesthat are making the IETF to
think in BorderGateway MulticastProtocol[10] (BGMP)
to betheInterdomainmulticastroutingprotocolusedin a
nearfuture.

So, if we look at a pictureof the currentIP Multicast
state,wecouldthink thatthistechnologyismatureenough.
However, if we look deeply, we canseethat not enough
attentionhave beenpaid to somekey issueslike security
andauthentication.

Nowadays,securityauthenticationandso on, arenec-
essaryin mostof theservicesofferedover thecurrentIn-
ternet.Almost every Internetserviceinvolvemoney trans-
actionstakingplace. Thekiller exampleis the boomthat
E-Commercehasexperienced.So, if you intendto make
IP Multicast to be usedfor seriousmatters,like pay-per-
view content,teleteaching,etc,you cannotpermitanyone
to interrupttheserviceto your customersbecauseit could
costyoua lot of money.

So, for IP Multicast to be totally deployed in the Inter-
net, theseproblemsneedto be solved. In this paperwe
will presentthecurrentresearchtakingplaceto solvethese
problemsand we will proposesomemethodsfor avoid-
ing theseproblems.Oncetheseproblemsgetsolved,there
won’t be excusesfor not to useIP Multicast and it will
becomewidely usedin thewholeInternet.

Thepaperproceedsasfollows: Section2 describesthe
currentwork that is beingdonethesedaysrelatedto these
issues.Section3 identifiesthe problemsnot coveredyet
anddescribesour proposalsto solve theseproblems.And
finally, Section4 presentstheconclusionsof thework and
describessomefuture work thatwe areplanningin order
to improvethesemechanisms.

2 RelatedWork

As wehavepreviouslysaid,notenoughattentionhasbeen
paidto securityproblemsin therecentIP Multicast-related
researches.Everybodyhasbeenlooking for bettercom-
pressionmethods,betterscalability, reductionin the state
maintainedby multicast-enabledrouters,...But, they have
not taken into accountthat theseissuescouldbreakdown
their researches.

Note thatwe arenot sayingthat IP Multicastevolution
followedwrongsteps.In fact,theevolutionof theInternet
wasverysimilar: peoplestartedto think in how to provide
an e-mail servicebeforethinking in how to avoid SPAM
or how to securePostOffice Protocol(POP)connections.
We’reonly sayingthatIP Multicastis matureenoughright
now andit’s time to startworking on its securityissues.

Although therehaven’t beenmuch researchingin this
area,therearevariousworks that we will commenton in
this section.

2.1 IGMP extensions for IP Multicast
Senderand Receiver Authentcation

In August 1998, Norihiro Ishikawa et al. proposedan
Internet-Draftcalled IGMP Extensionfor Authentication
of IP Multicast Senders and Receivers[8]. This draft,
proposed(as its name suggests)some additions to the
IGMPv2[4] protocol for preventing unauthorizedusers
from sendingandreceiving IP Multicastdatagrams.

Theproposedschemametthefollowing requirements:

� It allowedfor IP Multicastsenderauthentication.

� It allowedfor IP Multicastreceiverauthentication.

� The authenticationmechanismwas independentof
theIP Multicastroutingprotocols.

The proposedsolution was basedon the conceptof
ingress routers which were responsiblefor sendersau-
thentacionandegressrouters thatwereresponsiblefor re-
ceivers authentication. For authenticating,a Challenge-
Responsemethodwasusedin asimilarwayasCHAP[11].
So,thelocal attachedmulticastrouterwasresponsiblefor
authenticationmatters.

Although this proposalis an excellentwork anda very
goodstartingpoint, it hasmany drawbacks:

� It doesnotprovidefor astrongauthenticationmethod.
Authenticationis donebasedon theIP addressof the
sender/receiver thatcanbeeasilyspoofed.



� You aresupposingthatevery othernetwork adminis-
tratorsaregoodguysandthey areusingthis mecha-
nism.

� It doesnotallow usto authenticateindividualpersons
but only a host.

� It doesnot checkthescopeof thesentpackets. That
is, if somebodyis allowedto sendip multicastpack-
ets,it cansendthemto everywhere.It would benice
to allow certainpeopleto only sendthemto certain
regions. (This is alsoapplicableto Administratively
ScopedRegions)

� It cannotavoid Denialof Service(DoS)attackswhen
two or morepeopleconspireto cloganetwork. Think
in somebodysin yournetwork spoofingtheIP address
of anauthorizedhost.

� In sharedmedia networks, receiver authentication
doesnot work well becausewhenanauthorizedhost
joins a sessionnon-authorizedhostscanalsoreceive
thedata.Thisproblemneedsto besolvedat theappli-
cationlayerby cipheringthesessionanddistributing
group-keysto theparticipants.

2.2 Access control in Multicast Envir on-
ments

In July 1998we, theauthorsof this paper, startedto work
on solving the problemof accesscontrol in multicasten-
vironments. Our goal was to offer IP Multicast to all
thestudentsin our universitywithout beingworriedabout
the damagesthey could causeby flooding the Spanish
ResearchNetwork with multimediadataor by disturbing
someothersessionstakingplacein thesametimeslot.

Ourwork [12]wasbasedon thesameideasproposedby
Ishikawa’s draft. But, aswe didn’t want to modify all the
IGMP stacksin thestudentscomputers,we decidedto use
a differentapproachfor informing the local attachedmul-
ticastrouterwhethera userwasallowedto sendmulticast
traffic to a certainmulticastgroupor not. For that taskwe
usedaCall/Responseprotocol(whichwecalledmcontrol).
Thisprotocolwasusedto carryinformationaboutthefiters
thatthelocalmulticastrouterhadto apply.

We developeda Web-basedinterfacefor allowing the
administratorto grant or deny permissionsfor specific
usersandspecificmulticastsessions.This interfacewas
able to parseSAP/SDP[6, 7] packets and show a list of
active multicastsessionsin real time. It alsoallowed the

administratorto limit the scopeof the packetsthat a par-
ticular usercoulduse.You canseethis architecturein the
Fig. 1.
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Figure1: Systemarchitectureof our previouswork.

Although this approachsolves someof the problems
mentionedpreviously, it hassomedrawbacks:

� It doesnotsolvetheproblemwith multicastreceivers.

� It requiresthepresenceof anadministrator.

� It avoids clogging somebodysnetwork. However it
doesnotprotectournetwork from DoSattackscaused
by peopleconspiration.

� The mcontrol protocol is not standardized.It would
bebetterto useanstandardprotocol.

2.3 IGMPv3

WhenIGMPv3[13] first appeared,our problemrelatedto
usinganstandardprotocolfor informingthelocalattached
routers about the filters to apply disappeared. In fact,
the new versionof IGMP now allows for sourcefiltering.
That’s to say, whena host joins a multicastgroup,it can
tell therouterto forwardonly the traffic addressedto that
groupcomingfrom certainhosts.Beingmorespecificyou
canusetwo kindsof filters:

IncludeFilters. Inform therouterto forwardall thedata
addressedto the group we are joining but only if it
comesfrom the sourceslisted in the IGMPv3 mes-
sage.



ExcludeFilters. Inform therouterto forwardall thedata
addressedto thegroupwe arejoining commingfrom
whichever hostbut thoselisted in the IGMPv3 mes-
sage.

AlthoughIGMPv3helpsuswhenestablishingthefilters
to apply thatcouldhelpus to protectourselvesfrom DoS
attacks,it doesnot covervariousissues:

� It doesnot sayanythingaboutauthentication.

� It doesnot protectus from DoS attackscausedby
usersconpiration1.

2.4 SDPSourceFilters

In May 2000, B. Quinn proposeda new Internet draft
calledSDPSourceFilters14. Thisnew draftdescribeshow
to adapttheSessionDescriptionProtocol(SDP)to express
oneor moresourceaddressesasa sourcefilter for oneor
moredestinationaddresses.Receiverapplicationswill use
the SDPsource-filterinformation to identify traffic com-
ming from legitimatesendersanddiscardall othertraffic
to thatspecificgroup.

The ideais thatoncetheapplicationknows thefilter to
use, it can inform the local attachedrouter (for example
usingIGMPv3) aboutthe filters to establish.So, we can
protectourselvesagainstDoSattacks.

Thisapproachdoesnot intendto provideauthentication,
so it doesnot solve someof the problemswe have previ-
ously commentedon. For example,using the sourceIP
for authenticationis very weakandthis addresscould be
easilyspoofed.So,we needamorerobustmechanism.

3 Problemsnot solvedyet

With the pictureof the work that hasbeendonein mind,
onecould think that thereis no reasonfor beingworried
abouta DoS attacksin our network. But, the reality is
quitedifferent.

In this section,we will make a broaddiscussionabout
the currentlacksandhow to solve the problemsthat we
havebeencommentingon.

1Wewill explain thiskind of attacksin thefollowing section

3.1 Help provided by the RPF-checkmecha-
nism

Most of the current IP Multicast routing protocols,use
a mechanismcalled RPF-check[15] in order to decide
whetheramulticastdatagramneedsto beforwardedor not.
Themechanismworksasfollows:

� Therouterexaminesthesourceaddressof themulti-
castdatagram

� If thedatagramarrivedon thesameinterfacethat the
router would have usedfor sendingpackets to the
source,the RPF-checksucceedsandthe datagramis
forwarded.

� Otherwisethe RPF-checkfails and the datagramis
dropped.

Theimportanceof thismechanismis thatit protectsour
network from DoS attackscommingfrom out of our net-
work via IP spoofing.This is a naturalprotectionbecause
if a routerreceivesa packet on an interfaceotherthanthe
onetowardsthe real source,it will dropthepacket. How-
ever, this still doesnot provide a full guaranteeof protec-
tion. In fact, it is very likely for an interfaceto be used
for accessingboththerealsourceandthesourcedoingthe
spoofing.

In addition,all theIP Multicastroutingprotocolsbased
on SourceBaseTrees(SBT) offer a natural protection.
This is becausetheJoinMessageswill besentonly on the
interfacesusedfor sendingdatagramsto thereal source2.

3.2 Why IGMPv3 doesnot suffice?

In Fig. 2, wecanobserveanexampleof DoSattack.Using
this examplewe will seehow noneof the approcheswe
have previously describedsuffice for avoiding this typeof
attack.

2NotethatalthoughPIM-SM usesCoreBasedTrees(CBT), it imple-
mentsa mechanismfor switchingto a SBT whena limit in the received
traffic is exceeded.In fact,someimplementorsuseasthis threshold0 bps
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Figure2: Exampleof internalDoSattack.

Fig. 2, shows an scenarioin which thereare two re-
ceivers(notedasA andB) in the samenetwork whereas
therearealsotwo senders:C is the senderwhoseIP ad-
dressis going to be spoofedand D is the host that will
spoofC’s address.Note also, that the link connectingA
andB to theInternethasa bandwidthof 1Mbs.

In this case,the naturalRPF-checkprotectiondoesnot
help at all. That’s becausethe routerR1 hasonly onein-
terfacefor reachingwhateverhostoutof its localnetwork.
So,all multicastdatagramscomingfrom the Internetwill
succeedin theRPFcheck.Thus,it is very easyfor hostD
to senddatagramspacketsasif hewerehostC. As hostA
hasjoined the group(usingIGMPv3 anda filter for only
allow packetscomingfrom C), all thetraffic comingfrom
D will congestthenetwork at routerR1.

But, the problemis not assimpleasavoiding spoofing
in our network. Let’s supposethattherouterR1 hassome
activerulesavoidinghostD to spoofC’saddress.A bigger
andmoredifficult problemto solve couldcomeup. Let’s
supposethat hostA hasjust joined the conferenceusing
IGMPv3andusingafilter onlyallowingdatagramscoming
from C.As D cannotspoofC’saddress,that1.5Mbpsflow
will not clog A’s network. However, if B andD conspire,
B could join the samegroup (or session)with a filter of
allowing datagramscomingfrom whicheverhost.So,that
traffic would clog thenetwork again3

As you have seen,the only way of being really pro-

3Notethatroutersusuallyoffer thepossibility to limit thebandwidth
usedby multicasttraffic. This canbeusedfor avoiding to get thewhole
link clogged. However, the DoS attackwill causeall active sessionsto
getavery poorquality. So,it continuesbeingaDoSattack.

tected,is establishingcertainpoliciesaboutwho canjoin
whatgroup,andwho is doingwhatthing in yourmulticast
network. Of course,youneedto makethedefinedpolicy to
beacomplised.So,weneedto authenticatethepeopleand
make the router to only pay attentionto commands(like
IGMP joins) commingfrom authorizedpeople. This im-
pliesaddingsomeauthenticationfunctionalityto IGMPv3.

3.3 Why IPSecdoesnot offer usthe required
functionality?

If oneintendsto avoid IP spoofing,IPSec16 couldbevery
useful. In fact, it offers different possibilitesthat range
from integrity to authentication(using the authentication
header(AH) field). However, it hasvariousproblemsthat
madeusto look for anotheroption:

� Theauthenticationis basicallymadebasedon IP ad-
dresses.If authenticationis madevía userinforma-
tion, that informationaboutthe useris not delivered
to theupperlayerprotocol(in our caseIGMP). So,it
is notpossibleto checkif theuseris authorizedor not
from thereceivedIGMP packet.

� Theoverloadof usingthekey exchange(via IKE17or
ISAKMP18or whatever)couldbesomuchfor sucha
dinamicprotocolasIGMP.

3.4 Adding functionality to IGMPv3

Then,thekey ideais to makeIGMP to carryauthentication
informationso that the local attachedroutercould decide
whetherto attendtheIGMPv3Reportor not. Althoughthe
ideais simple,theproblemsarisewhentrying to mergeall
theconcepts:authentication,scalability, etc.

Whenthinking in this mechanism,we hadto take vari-
ousdecisions.Thefirst of themwasrelatedto themethod
for extendingIGMPv3. Ontheonehand,wewerethinking
in addinga new field carryingall the authenticationdata.
On theotherhand,we couldusetheAuxiliary Data Field
thathadnospecificuseaccordingto theIGMPv3draft. At
theend,wedecidedto usetheAuxiliary DataField. So,no
changesto theIGMPv3 draft neededto beproposed.Fig.
3, shows theformatof thenew IGMPv3messages.
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Source Address [n]
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Figure3: IGMPv3 packetsformats.Left IGMPv3 Query.
Right IGMPv3Report.

Oncewehavedecidedwhereto carrytheauthentication
information,many otherquestionscomeup. Whatauthen-
tication info shouldwe carry? How will this information
beusedin orderto achieveour goal?.Theanswerto these
questionsis very simple. You cancarrywhatever authen-
tication informationyou want. Theonly requirementis to
maketherouterknow how canit checkif thepacketcomes
from anauthorizeduser.

Observe, that this method is not intendedfor defin-
ing how to authenticatemulticastusers,but for offering
a methodfor doing the authentication. That’s to say, if
yourorganizationhasaPublicKey Insfraestructure (PKI),
it could be likely for you to includethe resultof hashing
theIGMP packetwith theuser’sprivatekey in theIGMPv3
packet, andtell the routerto aska LightweightDirectory
AccessProtocol (LDAP) server for the public key of that
userandso,decidewhethertheuseris authorizedfor join-
ing the multicastgroupor not. It could alsobe possible
usePGPandtell therouterto askthePGPKey server for
the public key of that useror a RADIUS server or what-
ever. However, for a betterperformanceit would bebetter
for therouterto havetheinformationlocally. Notethatthe
amountof informationis not very big becausea routeris
only reponsiblefor their locally attachedusers.

As youwouldprobablyhavenoticed,carryingahashof
theIGMP packet is not enoughinformationfor therouter.
What’s the problem?. The problemis that the routerhas
to obtainsomebody’s public key but hehasno ideaabout
who he is. So, the IGMP packet needsto include some
userinformation. Fig. 4 shows how to addboth the user

informationandthehashvalueinto thefirst GroupRecord
Auxiliary Data field.

A new questionarises.How cantherouterknowswhich
of the bytes in that field representsthe user information
andwhichonesrepresentsthehashvalue?.Thekey hereis
thata hashvaluehasa fixedlengthin bytes.So,theAuth-
DataLenfield in the First GroupRecordof the IGMPv3
Report will contain the numberof 32-bits words in the
Auxiliary Datafield. The first bytesin that field will be
thosecorrespondingto thehashvalue,andtherestwill be
usedby therouterfor identifying theuser.

He hasto take into accountthat the AuxDataLenfield
is only 4 bit long. So, we can only useup to 60 bytes
for carryingboththeuseridentificationandthehashvalue.
Thus,theuseof a low-lengthhashvalueis encouraged.

Rec. Type AuxDataLen # of sources

Multicast Address

Source Address [1]

Source Address [2]

...

Source Address [n]

Auxiliary

Data

(Firsts 16 bytes)

MD5 Hash Value

User Info

Figure4: Methodfor carryingAuthenticationinformation
in theAuxiliary Data field.

For example,a mechanismthat fits very well in these
requirementsis basedon the useof a hashalgorithmlike
MD5. MD5 generatesa 16 byteshashvalue that would
left 44 bytesfor the userinformation. So, theauthentica-
tion will bemadevia a sharedsecret.That is, somevalue
thatonly is known by theuserandtherouter(for example
a password). So, if we think in a user/password authenti-
cation,theprocesscouldbeasfollows:

1. The userpassesits login andpassword to the appli-
cationbeingused.Then,whentheapplicationopens
the socket, it will passthe login andpassword to the
IGMP level. Thus,this hostwill composethe IGMP
packet, andwill calculatethehashvalueby applying



theMD5 algorithmto theconcatenationof theIGMP
packet(with theauthenticationfieldssetto zeros)and
thesharedsecret(in our casethepassword). Then,it
fills theauthenticationfieldswith thecalculatedhash
andlogin valueandsendsthepacket.

2. When the router receives the packet, he can extract
a copy of the IGMP packet and thenfill with zeros
theauthenticationfieldsof thecopy. Thus,aslong as
the routeralsoknows the sharedsecret basedon the
login information,hecancalculatethehashvalueand
checkif bothhashvaluesareidentical.If they arenot
identical,it dropsthepacket. In othercase,therouter
is surethatthepacketcomesfrom theuserandso,he
candecidewhat to do with thatpacket dependingon
thepolicy thathasbeendefinedfor thatuser.

Thereis alsoa little issueto consider. Thebehaviour of
anIGMP hostneedsto beslighly different.IGMP defines
that after receiving an IGMP report from the designated
router, if oneof thehostsdetectsthatsomeotherhostin the
network hassentanIGMP Reportto thesamegroupthatit
wasinterestedon, thenit doesnot needto sendtheIGMP
Reportbecausethe routerwill forward the datagramsad-
dressedto thatgroup.However, with thecurrentapproach
ahostcannotbesureaboutthevalidity of theIGMP Report
sentby anotherhostin its network becausetheroutercould
ignoreit if it is not commingfrom anauthorizeduser. So,
thehostneedsto alwayssendtheIGMP Report.Notethat
this is a minor drawbackbecausethe numberof hostsin
thesameLAN interestedonthesameIP multicastgroupis
not expectedto beveryhigh.

3.5 Impovementsintr oducedby this method

As youwouldhavenoticed,noneof themethodsproposed
in Section2 solvescompletelytheproblemswearetalking
about. As we saw in Fig. 2, thereareseveral issuesthat
could clog our multicast-enablednetwork. Someof the
key benefitsof this work are:

� It allows us to applyuser-basedpoliciesin multicast
networks.

� It allows usto protectour network from DoSattacks
coming both from outsideand inside our network
even whenpeopleinsideour network conspirewith
peopleoutside.

� Themechanismworksevenwhenthemaliciouspeo-
pleusespoofing.

� It is almostcompatiblewith the currentIETF drafts
andstandardsandonly minorchangesareneeded.

� This mechanismis not intendedfor providing end-
to-endencryption.It is only responsiblefor network
matters.Mediacipheringis interestingbut it will be
doneby theapplicationlayer.

4 Conclusionsand Futur e Work

Thisdocumentdescribeshow IGMPv3canbeusedto pro-
vide somelevel of securityin IP Multicast networks. Its
maingoalis to proposeanextensionto IGMPv3makingit
to beableto dealwith theproblemof avoidingDoSattacks
andaccesscontrolin multicastnetworks.

Themainreasonsfor doingthis proposalare:

� Although therearefew proposalsrelatedto IP Mul-
ticast security issues,noneof them actually offer a
completesolution.

� Besidesthis, most of theseproposalsare IGMPv2-
basedinsteadof using IGMPv3 that is the current
work.

� A mechanismproviding accesscontrol in IP Multi-
castnetworks is needed.Somepeoplethink that this
problemis not different from accesscontrol in Uni-
castnetworks.However, multicattraffic hassomere-
quirements(real-time,bandwidthconsumption,etc)
thatmakethis problemto bedifficult to solve.

AlthoughIGMPv3doesnotdirectlysolveourproblems,
it offersusa mechanismto:

1. Explicitly definefilters. That is to say, it allows a
hostto inform to its localattachedrouteraboutwhich
sourcesheis interestedon within amulticatgroup.

2. It alsodefinesafield to provideIGMPv3with amech-
anismto defineextensionsto theprotocol.

So, our proposalis basedon the useof IGMPv3 with
someextensionsto dealwith the problemof accesscon-
trol andDoSattacks.Theseextensionshave beenwidely
describedin thispaper.

Nevertheless,therearea lot thingsto bedone:

� We have to work in a usable implementationof
IGMPv3 while vendorsdo not implementit. We are
thinking in usingLinux becauseof its freelyavailable



sourcecode. However, when as soonas IGMP get
standardized,all vendorswill have to implementing
it.

� IGMP definesan Auxiliary Data field. However, the
proposedIGMPv3 API 19 doesnot defineany way
to specifya valuefor this field. So,we aregoing to
proposean extensionto this API in orderto usethis
field.

� We have torically provedthatour proposalsolvesthe
problemswe have commentedon. But, we do not
have any testbeddemonstratingthe correctbehavior
of oursystem.So,weneedto work in anenvironment
for testingpurposes.

� Finally, we proposeda solution,but we think that it
will be uselessunlesswe start discussingour pro-
prosal within someIETF groupsand standardizing
thiswork in theInternetComunity.
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