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A number of network simulators [8], [9] has been proposed
and developed in the last few years. But most of them focus
their attention on complex communication protocols, which
many times require an expert knowledge. TRMSim-WSN
is one layer above. It abstracts developers from low level
communication issues and centers speci cally on trust and
reputation models.

The rest of the paper is organized as follows. Section
Il describes some simulation environments for trust and/or
reputation models. In section 1lll we explain the generic API
designed to implement new trust and reputation models and
how these are added to the simulator. TRMSim-WSN is

|. INTRODUCTION presented in section IV and section V shows some conclusions

and future work.
Relevance and utility of distributed networks is improving

everyday due to the numerous applications they have and all Il. RELATED WORK

the research efforts that are focused on them. Speci cally Lots of network simulators have been developed in order to
Wireless Sensor Networks [1] (WSNs) are widely spread amgst new communication protocols and check their correctness,
employed in multiple scenarios such as re detection, weathgbustness or accuracy. Authors of [8], for instance, present
measurements and even traf c management in Vehicular-t@-survey of P2P network simulators, describing their main

Vehicular [2] (V2V) networks. features and also their limitations.

Nevertheless, this kind of networks has its own drawbacks.However, while the number of those network simulators is
Their wireless way of communication, their battery and bandensiderable there is a lack of trust and reputation models
width constraints or their location in open environments, fagimulators for distributed networks. One of the few ones that
example, lead them to some security threats. Recently, trhalve been designed and published is TOSim [10]. It has been
and reputation management has become a novel way of dealingated to be highly modular and con gurable, without incur-
with some of these important issues. Thus, several trust andfey in excessive overload both in terms of memory and time.
reputation models over WSNs [3], [4], [5], [6] have beemn order to simulate behavior related to trust, authors consider
developed and studied. four threat models of malicious peers to cause insecure les

But most of them provide their own and particular tesb be uploaded to the system.
set in order to demonstrate their accuracy and goodnessAnother important platform for simulating reputation mod-
leading to a more dif cult way of objectively comparing themels is ART testbed [11] which has become in recent years a
with other models. Furthermore, it is usually hard to desigeference environment in the eld of reputation models for
a new trust and/or reputation model without any guidelin@ulti-agent systems. This testbed serves, on the one hand, as
Therefore, in this paper we present TRMSim-WSN [7], a competition forum in which researchers can compare their
trust and reputation models simulator for WSNs aimed tmodels against objective metrics and, on the other hand, as a
provide a generic tool in order to test and compare truset of tools with exible parameters, allowing researchers to
and reputation models. We have included some of the mg&rform customizable and easily-repeatable experiments.
common experiments found in the literature for this kind Nevertheless, we have not found any simulator, competition
of models and also developed an APl which constitutesoa environment targeting trust and reputation systems for
template for easily including new trust and reputation modelWWSNs. Therefore, as far as we know, TRMSIim-WSN is the
into our simulator. rst trust and reputation model tool covering this objective.
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Fig. 3. TRMSim-WSN. Trust and Reputation Models Simulator for Wireless Sensor Networks

button. ‘Stop WSN” button allows us to force the nishing (note that with a scheme like this a malicious server could
of that simulation. remain malicious after 20 executions).

Otherwise, if what we want is to run a simulation over a The second security threat introduced consists of the pos-
given number of random WSNSs, then we have to push butteibility for the malicious servers to form a collusion among
labelled ‘Run Simulations”. We can stop that simulation themselves. That implies that every malicious sensor will give
whenever we want by pressingtop Simulations” button, the maximum rating for every other malicious sensor, and the
and current outcomes will be shown. minimum rating for every benevolent one.

Finally we can also add some delay between each simulated\ good trust and reputation model should quickly react
network, if we need to check the topology of every testeagainst these behavioral changes and collusions and readapt
WSN. The maximum value corresponds to one second. itself in order to prevent selecting a malicious node as the

. . ) most trustworthy or reputable one.
C. Oscillating behavior and collusion

In order to test the accuracy of every simulated trust aft Outcomes and messages
reputation model we have included two security threats [15] to Finally, two panels help us to know what has happened or is
our simulator. First one has to do with the oscillating behaviaurrently happening in the simulator, and which are the results
of the servers offering the requested service. of the last simulation.

Therefore, if that option is selected, after every 20 execu-In the messages panel, for instance, several messages are
tions (i.e. transactions or interactions), each malicious sengfrown containing useful information like the instant when
becomes benevolent. Then the same percentage of previtheslast simulation started or nished, or which is the current
malicious servers are randomly chosen to be now maliciousSN being tested. Moreover, every action such as creating a
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new WSN, loading or saving current one or showing rangeBlC-INF 07/01-0003), and by projedhfraestructura de Ser-
identi ers and links, among others, are also recorded amitios Ubicuos y de Comunicaciones en Redes Vehiculares
shown there. with code TIN2008-06441-C02-02. It has been also funded
On the other hand, the outcomes panel lets us know thg a Sneca Foundation grant within the Human Resources
results of the current simulated network, or the average olesearch Training Program 2007. Thanks also to the Funding
comes for a whole simulation. Three important values can Beogram for Research Groups of Excellence granted as well
observed here: the accuracy of the model, the average lengtlhpthe $neca Foundation with code 04552/GERM/06.
all the paths found by every client of every simulated network,
and the energy consumed by the model (for future work).

Additional panels can be easily added if required in order t6! E tRiﬂrTller" IzErEiE T/.V_Miamtterré “The I_Dest'ign Slp{i(ie of \é\lireles534 s6elnsor
show more details about the experiments. doc 2004, reless Lommunicationsol. 22, no. &, pp. 4-85,

The average satisfaction is computed collecting the satisfagy F. Li and Y. Wang, “Routing in vehicular ad hoc networks: A survey,’
tion of every client belonging to each one of the tested WSNs. Vehicular Technology Magazine, IEEEOI. 2, no. 2, pp. 12-22, jun

However, clients who can not reach any benevolent server a{ﬁ F. Gobmez Marmol and G. Mafhez Ferez, “Providing Trust in Wireless

not taken into account for computing these outcomes (since Sensor Networks using a Bio-inspired Technique Pinceedings of the
any trust and reputation model is useful in that situation). Networking and Electronic Commerce Research Conference, NAEC'08
. . 08.
In ggre 3we Car_] observe that a simulation over 10 randorm] A. Boukerche, L. Xu, and K. El-Khatib, “Trust-based security for
dynamic WSNs (with 100 sensors each one) has been carried wireless ad hoc and sensor network&bmputer Communications
out using BTRM-WSN model. There were a 15% of clients, = vol- 30, no. 11-12, pp. 24132427, 2007.

[5] S. Buchegger and J. Y. Le Boudec, “A Robust Reputation System
an 8.5% 85%: 10%) of relay sensors, a 53.559%83%- 90%- for P2P and Mobile Ad-hoc Networks,” iRroceedings of the Second

70%) of malicious servers and a 22.95%506- 90% - 30%) Workshop on the Economics of Peer-to-Peer Syst@ambridge MA,
of benevolent ones. The average number of hops needed to USA jun 2004.

6] F. Almenarez, A. Mam, C. Campo, and C. Gde; “PTM: A pervasive
reach the most trustworthy server was 6.04 and the avera&é trust management model for dynamic open environmentsPrikacy

percentage of times that the model selected a benevolent serverand Trust Boston, USA: First Workshop on Pervasive Security and
as the most trustworthy one was 80%. Trust, aug 2004. ‘
[7] Felix Gomez Marmol, “TRMSIim-WSN, a Trust & Rep-

utation Models Simulator for Wireless Sensor Networks,”
V. CONCLUSIONS ANDFUTURE WORK http://ants.dif.um.es/ felixgm/research/trmsim-wsn.

A number of network simulators can be found nowadayis] S. Naicken, A. Basu, B. Livingston, and S. Rodhetbhai, “A survey

. s of peer-to-peer network simulatorsProceedings of the 7th Annual
allowing us to test low level communication protocols. Nev- Postgraduate Symposium (PGNet '0@p06.

ertheless, there is a lack of simulators aimed to check the] B. L. Titzer, D. K. Lee, and J. Palsberg, “Avrora: scalable sensor network
correctness and accuracy of trust and reputation models [fl%r simulation with precise timing,” 2005, pp. 477-482.

N . ] Y. Zhang, W. Wang, and S. i, “Simulating trust overlay in p2p
distributed systems and, Speci Ca"y' for WSNs. networks,” inInternational Conference on Computational Science (1)

In this paper we have presented TRMSim-WSN, a novel 2007, pp. 632-639.
trust and reputation models simulator for wireless sensdi! K. K. Fullam, T. Klos, G. Muller, J. Sabater-Mir, K. Barber, and

L . L. Vercouter, “The Agent Reputation and Trust (ART) TestbedTinst
networks. As far as we know, this is the rst simulator of these Managementser. LNCS, no. 3986, Fourth International Conference,

characteristics for WSNs. We have shown the generic trust and iTrust 2006. Pisa, Italy: Springer, may 2006, pp. 439-442.
reputation models interface we have designed and deve|o[{)'gdj S. Marti and H. Garcia-Molina, “Taxonomy of trust: Categorizing P2P

: ; tati tems Computer Net I. 50, no. 4, pp. 472-484,
and explained how a new trust and reputation model can be [ob'5000 SYStEMS=omPUIer etworksvol. 50, no. 4, pp

easily added to the simulator. [13] Y. Sun and Y. Yang, “Trust Establishment in Distributed Networks:
We have also described the main features and possibilities Analysis and Modeling,” inProceedings of the IEEE International

. L Conference on Communications (IEEE ICC 2007), Communication and
that TRMSim-WSN offers, and how to congure it in order Information Systems Security Symposi@tasgow, Scotland, jun 2007.

to carry out customized simulations. [14] L. Xiong and L. Liu, “PeerTrust: Supporting Reputation-Based Trust in
Nonetheless, several improvements and enhancements could Peer-to-Peer CommunitiedEEE Transactions on Knowledge and Data

. . . . Engineering vol. 16, no. 7, pp. 843-857, 2004.
be apphed to TRMSIm-WSN. For instance, we are planmr[QS] S. Kamvar, M. Schlosser, and H. Garcia-Molina, “The EigenTrust

to add an energy consumption module to determine the over- Algorithm for Reputation Management in P2P Networks,Pimc. of the
head introduced by each simulated model. Another interesting !nternational World Wide Web Conference (WW\&hdapest, Hungary,

option would be the possibility of selecting a speci c sens may 2003.
p p y g p Qi6] E. Aivaloglou, S. Gritzalis, and C. Skianis, “Trust establishment in
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